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Introduction

Visual Components OPC UA connection plugin:

The OPC UA connection plugin implements an OPC UA client that can be used to connect to OPC UA
servers. Not all features of the quite massive OPC UA standard are supported by the connection plugin
implementation, and it hasn’t been certified or even tested by any external authority. However, the
implementation is based on OPC UA .NET Client SDK from Unified Automation, which is a mature product
and is assumed to be standard compliant and generally well made since Unified Automation is a
specialized expert company in OPC communications.

KEPServerEX:

KEPServerEX is the industry’s leading connectivity platform that provides a single source of industrial
automation data to all of automation applications. The platform design allows users to connect, manage,
monitor, and control diverse automation devices and software applications through one intuitive user
interface. KEPServerEX leverages OPC (the automation industry’s standard for interoperability) and IT-
centric communication protocols (such as SNMP, ODBC, and web services) to provide users with a single
source for industrial data.

KEPServerEX provides access to client applications (like MES and SCADA) and loT and Big Data analytics
software via OPC, proprietary protocols (including GE NIO, SuiteLink/FastDDE, and Splunk), IT protocols
(including MQTT, REST, ODBC, and SNMP), and flow measurement export to common Oil & Gas industry
and customized formats. We are going to use the demo version of Kepware for this demonstration.

Kepware offers free demo downloads for all of our software products, including KEPServerEX.
Demonstration software is fully functional and only limited in its runtime to 2-hour periods. Channel,
Device, and Tag counts are unlimited. Download link —

https://www.kepware.com/en-us/products/kepserverex/

Connecting KEPServerEX simulation signals to VC Premium

This is the example where the user can test communication of OPC UA connectivity of VC Premium with
KepServerEx without having any physical PLC or device connected to KepServer. There are simulation
signals in KepServer which are good enough for testing different kinds of data exchange via OPC UA
connection e.g. integer, real, string etc.

Step by step installation guide of KEPServerEX in virtual environment (VM Ware)

1. Start your VM Ware and then copy your KEPServerEX executable file into some folder.
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https://www.kepware.com/en-us/products/kepserverex/

| » installers

Organize ~ Open Share with Burn New folder

*
¢ Favorites & Name Date modified

B Desktop 3/28/2017 8:33PM  Application

Js Downloads 15 KEPServerEX-6.02107.0 4/11/2017 1020 AM _ Application
b Recent Places @ MatrikonOPC_Medbus_ Web 3/24/2017 10:16 AM  Application
Q Prosys-OPC-UA-Simulation-Server-2.0.0.60-: 9/30/2014 12:14 PM  Application

(5 Libraries E}, VisualComponentsPremiumSetup_64 3/28/2017 6:53 PM Application
f} Documents

j’; Music

&), Pictures

8 videos

A Computer
& Local Disk (C)

@ Network -] [1l} |

KEPServerEX-6.0.2107.0 Date modified: 4/11/2017 10:20 AM Date created: 4/11/2017 1:11 PM
Size: 363 MB

2. Start the installation by double clicking on the installer — [KEPServerEX-6.0.2107.0.exe]
Installation starts and select the language. Here we select [English].

End-User License Agreement
Please read the following license agreement carefully

KEPWARE SOFTWARE END USER LICENSE AGREEMENT

By clicking the accept box, or using the Software referenced in this Agreement,
you have agreed to the terms and conditions of this Software End-User License ~

P— 1 accept the tems in the License Agreement:

prnt | Back Next Cancel |

4. Now press Next, Next until you reach the following selection and select (None).
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Vertical Suite Selection
Select Vertical Suite.

Select Vertical Suite or None. If Vertical Suite is selected, associated Drivers and
Plug-Ins will be preselected for installation.

Select Features
Select which features are to be installed.

= — Feature Description
[ERR=2d | Full Installation
I . . : B e (Full Installation)
=) Will be installed on local hard drive
=8 Entire feature will be installed on lecal hard drive
- --Evl Plug-ins

&3 ~ | Hardware Key

&3 - | OPC Quick Client

&3 - | Examples and Documentation

This feature requires 1KB on your
hard drive. It has 4 of 4 subfeatures
selected. The subfeatures require
424MB on your hard drive.

Reset | Back [ Net | Cancel

6. Press Next, Next and then Allow both the options below.
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1;’;‘ KEPServe 6

Default Application Settings
Select Application Settings.

[~ Security Policies
l7 Allow client applications to request data through Dynamic Tag addressing

When checked, this option enables dynamic tag addressing for user groups. The default
setting is checked. This option may be changed later through the User Manager tab located
in the Server Administration’s Settings.

|7 Allow anonymous login for UA Client Sessions

When checked, this option enables anonymous login for UA Client Sessions. The default
setting is checked. This option may be changed later through the OPC UA tab located in the
Server Configuration’s Project Properties.

7. Press Next button and finish the installation.

Completed the KEPServerEX 6
Setup Wizard

& kepware

Click the Finish button to exit the Setup Wizard.

kepserverex

Run KEPServerEX as a server

User need to make sure that he can ping from both ways —
# host pc to guest machine i.e. VM Ware

# guest machine i.e. VM Ware to host pc.
Go to command prompt (Start > cmd > (press enter)) and write [ipconfig] then press enter. You

will get the Ipv4 address of both host pc and guest machine same way. In below screenshot we
are getting the IPv4 address of the host machine.
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Ethernet adapter Ethernet:

ion*® 2:

: Media dis

Suf

work Adapte

There is most probably going to be issues while pinging from host machine to guest machine
(VM Ware), in this case please set the network connection of VM Ware into Home Network.

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings 1Ay I‘ Q See full map
Change advanced sharing
settin *-5 VMWIN7PRO64 Network 9 Internet
gs
(This computer)
View your active networks Connect or disconnect
Network 9 Access type: Internet
i Home network Connections: @ Local Area Connection

~

Change your networking settings

An example of successful ping from host machine to guest machine.

in

Go to Notification area in bottom right corner of windows and then right click on running
application (KEPServerEX) and then select OPC UA Configuration.
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Configuration
Start Runtime Service
Stop Runtime Service
Reinitialize
\ Reset Event Log...
Settings...

w OPC UA Configuration

OPC .NET Configuration

Quick Client
License Utility

Help
Support Information

Exit

Customize...

Now press [Add] button to configure a new TCP Connection and there we need to set our own network
adapter (in my case it is Intel(R) PRO), then set the port number e.g. 49320, please don’t forget to set
the security settings as (None) at this stage as we are trying to establish connection with minimum
settings. The security settings will come later. The following setup will generate a TCP connection path
for the client to establish connection with the Kepware simulation server, in this case it was
[opc.tcp://192.168.8.129:49320 ]

Manager XS
Server Endpoints | Trusted Clients | Discovery Servers | Trusted Servers | Instance Certificates|
URL < Security
7 opc.tcp://127.0.0.1:49320 Basic128Rsal5 (5,SE), Basic256 (5,5F)
i ope.tep://192.168.8.129:49320 [ ﬁ )

7° opc.tap//vmwin/pro64:49320 Endpoint Definition

TCP Connection
Network AdapteG__|Intel(R) PRO/1000 MT Network Connection v 1>

-

Port Number: 49320

opc.tep://192.168.8.129:49320

we need this to connect with

clienti.e. VC connectivity plugin

/ [ | Basic128Rsa15 Sign -
Enabled / [ | Basic256 Sign -

I Add... ]'( Edit... ][ Remave ]

Security Policies

OK ]l Cancel ]I Help

Note: Server Runtime reinitialization is required to utilize chall __
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In the project tree inside Simulation Examples > Functions we get some available simulation variables of
different data types Float, Long, String, Boolean etc. To see the periodically changing values we need to
click on the button on top (Quick Client). This shows the simulating values.

File Edit View Tools Runtime Help

B [r= 7% [ 15 i e[ e 0

= @ Project Tag Name Address Data Type Scan Rate Scaling Description
=B Connectivity “IRampl RAMP (120, 35, 100, 4) Long 100 None Value increments by 4
4% Channell “JRamp2 RAMP (300, 150.750000, 20... Float 100 None Value decrements by |
4% Data Type Examples “IRamp3 RAMP (250, 0, 1000, 1) Long 100 None Value increments by 1]
/4% Simulation Examples “IRamp4 RAMP (250, 0, 1000, -5) Long 100 None Value decrements by
* =Randoml RANDOM (30, 20, 75} Long 100 None Random values from
¥~ Aliases “Random2 RANDOM (100, 0, 1000) Long 100 None Random values from

@ Advanced Tags
4% Alarms & Events
4@ Data Logger

“IRandom3 RANDOM (100, -1000, 0) Long 100 MNone Random values from
“JIRandom4 RANDOM (1000, -999, 999) Long 100 None Random values from

1@ EFM Exporter “Sinel SINE (10, -40.000000, 40.00... Float 100 None Sine values between -
% IDF for Splunk “1Sine2 SINE (10, -40.000000, 40.00... Float 100 None Sine values between -|
8 IoT Gateway “ISine3 SINE (10, -40.000000, 40.00... Float 100 None Sine values between -
N “ISined SINE (10, -40.000000, 40.00... Float 100 None Sine values between -

+D Local Historian 3 3 -
£ Scheduler “IUserl USER (1000,Hello,world!,This... String 100 None Sequential string valug
8¢ SNMP Agent “lser2 USER (250,1.25,100.56,200.1... Float 100 None Sequential float valueg
“dUser3 USER (200,1,0,1,0,1,0,0,1,1 Boolean 100 None Sequential Boolean vaj
“Userd USER (1500,To display a co...  String 100 None A comma is a delimitg

¥
OPC Quick Client - Untitled * = | )

|File Edit View Tools Help
DEd sra@ X
& Data Type Examples.16 Bit Device ~ | Item 1D DataType fValue \ |Ti [ Quality [ update Cor ~
@ Data Type Examples.8 Bit Device. S |DSimulation... Long 63 Good 72
@ Data Type Examples.8 Bit Device.K Ssimulation... Float 194 Good 72 -
@ Data Type Examples.8 Bit Device.R SSimulation... Long 275 15:1348.231 Good 72
@ Data Type Examples.8 Bit Device.S SSimulation... Long 635 15:13:48.231 Good 72
@ Simulation Examples. Statistics gsimulation.‘. Leng 151348231 Good 70
2 Simulation Examples, System ||| Simulation... Long 546 15:1348.231 Good 72
T - - SSimulation... Long -873 15:13:48.231 Good 2
4 Simulation Examples.Functions | || ~™e!
8 Simulation E Jes. Fundii Sy Simulation... Long 384 15:13:48.231 Good 70
1 & Simulation Examples.Functions. Sy = |ayg; 1 inn  Flar 228148 151248 921 _Gond 72 T ||Efault User Clients: 1 Active tags: 298 of 298
« m » « m » —_———

| A
Date Time Event periodically changing values ~

0.4/11/2017 31236 PM  Added 10 .
Il 0.4/11/2017 31236 PM  Added gro..

©4/11/2017  312:36PM  Added 12it..
[194/11/2017 31236 M Added 4 ite... =

m

After changing the ODBC connection you have to press Reinitialize.

Configuration

Start Runtime Service
Stop Runtime Service
Reinitialize

Reset Event Log...

Settings...
OPC UA Configuration
OPC .NET Configuration

Quick Client
License Utility

Help

Support Information

Exit .
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Working with VC connectivity plugin (Client side)

Attach the folder [VC components and layout] in the local eCat of VC Premium. Left click on the (+) sign
and then select [Edit Source]

eCatalog

Collections

&8 ANl Models Edit Sources...

-

v @l Public Models Add Collection Edit sources a
> Bl eC atalog 4.0 Add Collection Group

-

. My Models Add Smart Collection..
Currently Open

Recent Models

Now select the folder which is [VC components and layout]

% Sources

Sources
Source Name Provider Keep local copy Visible Location

Downloade remote
My s remote

Public Models remote

M Legacy Library Visual Components remote

remote

remote

SiemensPLC |} erE) remaote

Add New Source

% Add Source

Enter the URL to the remote source index file:

ur.- [

Select Local Folder

Browse For Folder x

Cancel

Il Desktop A
‘& OneDrive
2 Jamal Muhammad
v % This PC
& Desktop
< Documents
& Downloads
& Music
& Pictures
8 Videos
£ Windows (C)
~~ T3_SETUP (D)
~- JAMAL224000 (F) v

Mk e Fldr Conce

When added the local eCat will show the thumbnails of the components and layouts in the folder.
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Collections

&2 All Models
v @ Public Models

» @@ eCatalog 4.0
@ My Models
Currently Open

Recent Models

Most Used

Models by Type

Models by Manufacturer

40

new physics component

VC components and layout

AlarmBeacon layout_PLC _test

Reservoir

Windmill_Layout

1. Open VC Premium and then load the attached component [PLC_test.vcmx]
2. Inthis component there are 4 variables defined already and those are —
Ramp2 > Float
Ramp3 > Long
Userl > String
User3 > Boolean

= [ Behaviors [V Properties

- (% PLC test
- 2B Properties
% Ramp2 0
% Ramp3 0
e User!
v User3 False

3. Go to Connectivity Tab and then select OPC UA > Add Server.
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Connectivity Configuration ¥ X
@ Beckhoff ADS
& OPCUA
& Universal = Add Server %

4. Remember the TCP address we got from the Kepware server. It was
[ opc.tcp://192.168.8.129:49320] .
Now we put this address into the following slot and then test connection. If connection fails
then turn the Windows Firewall OFF of the Virtual machine operating system.

Update your Firewall settings

Windows Firewall is not using the recommended

. | % Use recommended settings |
settings to protect your computer.
What are the recommended settings?
l @ Home or work (private) networks Connected &

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state: off
Incoming connections: Block all connections to programs that are not on the
list of allowed programs
Active home or work (private) networks: P Network 9
Notification state: Notify me when Windows Firewall blocks a new
program
l @ Public networks Not Connected (¥

5. When successfully connection established you will see the following message.
‘ Edit Connection

Connect to a new server or edit connection
parameters.
Find Servers
Discovery server OpCcp://192.168.8.129:49320
Discovered Servers
KEPServerEX/UA@vmwinT... opctcp://192.168.8.129:49320
Connection

Server address OpCIcp//192.168.8.129:49320
Use secure endpoint
Authentication

@ None

O Username
Username

Password
Save password ||
QO Certificate

User private key file CAUsers\muhamlaf\AppData\Local\Visua

Password
Save password [ ]

Test Connection

6. Now we need to connect the server and then we need to select
Simulation to server (right click) > Add Variables
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®
»CO
Py Y

= Show Variables

7. Now need to connect the variables of simulation with the server variables as shown below.

Create Variable Pairs
Include:
] only selected components Selected server: Server
[#] Component properties [] Behaviour prop [¥] signals Adding to group: Server to simulation
| Simulation structure Parent component | Variable name Variable type Server structure Data type Server type Access Description
T | @ ~Tx (@ A O ~Tx | @ - Tx = T @ T @ T @ ~Tx @ - Tx
— [ PLC test PLC test L B9 Functions
L == Component properties | PLC_test + [ _system
& % Ramp2 PIC test Ramp2 Real I & Ramp1 Int32 Int32 Read and write
(5’ % Ramp3 PLC test Ramp3 Real ~ % Ramp2 Single Float Read and write
& see Userl PLC test User1 String = 1fa Ramp3 Int32 Int32 Read and write
N S e | bhmew e e
[~ 12 Random1 Int32 Int32 Read and write
 1fa Random2 Int32 Int32 Read and write
[ 1fa Random3 Int32 Int32 Read and write
 1f2 Random4 Int32 Int32 Read and write
~ % Sinel Single Float Read and write
% Sine2 Single Float Read and write
— % Sine3 Single Float Read and write
N [ Sined Single Float Read and write
\Hm User1 String String Read and write
S [ % User2 Single Float Read and write
\F v Userd Boolean Boolean Read and write
L ase Userd String String Read and write
= B Types

8. After the connection has been established we can right click on (Server to simulation) and
then click [Show Variables]

(® Beckhoff ADS
- #F oPCuUA
- = Server @
—i= Simulation to server =010}
= Server to simulatior L. (0208

#¥ Universal Robats RTDE

= Add Variables t!

Remaove

& J
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9. This will show up the Connected Variables ribbon as following.

Connected Variables

X
Structure 1 Simulation variable ‘ ‘ Simulati... 1 Prepared... l Latest va... l . ‘ Server variable Server type
= “Tx | @ Tk (@ @ - @ - @ -7 @@ Tk @ -
- BB Server
i= Simulation to server
== = Server to simulation | ‘ |
Ramp2 PLC_test.Ramp2 M (o @ | Ramp2 Float
Ramp3 PLC_testRamp3 |0 @ | Ramp3 Int32
User1 PLC_test User1 5o @ | Usert String
User3 PLC_testUser3 v m @ | User3 Boolean

10. Now finally we can press the [Simulate] button and see the values of the connected
variables changing (in Simulation) as per feed from the Kepware simulation server.

[ Visual Components Premium 4.0 -0 Xx
HOME  MODELING  PROGRAM  DRAWING  HELP  CONNECTIVITY o
> e & Rec o cmmm [ Restore Windows
= H p—
2 Bt = PL = g = Mshowr
X v ection { Remove
Configuration Server
Connectivity Configura ¥ X Properties ¥ X
g Bectholl A0S Server to simulation
~ # OPCUA
- BB senver ©® Name Server to simulati
Simulation to serv=3 (& & e iz
= Server to simulatic €~ (5 &) snabled | ]
it d... [Server to simulath
& Universal Robots RTDE ransmi |Server to simulatiof
Update m... | Cyciic
Cydlic upd... 50
Delay war... 100
= Delay erro... 5000
Connected Variables ¥ X
Value max... 1
Structure Simulation variable ‘ ; l Simulation value | Pre. l tatestval. | Sta. | Servervara. | Servertype &
O] ~Tx | @ Tk @ @™ Y |[ETx (@ -Tx (@Y | @ T | @ =
— 88 Server
Simulation to server
= 1= Server to simulation | \ \ ‘ 1
Ramp2 PLC testRamp2 & | 1705 1705 @ Ramp2 Float
Ramp3 PLC testRamp3 % | 287 287 @ Ramp3 Int32
User1 PLC testUser mo | is is @ User1 String
« - = »>
Average update time: 8.1ms  Max update time: 8.1ms Pairs with erors: 0 e
Average plugin time: 79ms  Max plugin time: 79ms  Errors on this run: 0 i
« » Output Connected Variables
. D D ¥ Visual Components Premium 4.0 - 0 X
HOME  MODELING  PROGRAM  DRAWING  HELP  CONNECTIVITY (7]
5 S D & Recor + = smm [S] Restore Windows
A B = « — .
id i i pol i L
X ver i ¥ Variables
Configuration Server Variable Group Windows
Connectivity Configura t e Properties ¥ X
% Backhofl ADS Server to simulation
~ # OPCUA
= B Server ® Name Server to simulati
Simulation to serv -3 (5 &) Active True
Server to simulatic €~ (5 @ inablzd . v
it d... | Server to simula
# Universal Robots RTDE FoNRIn C.. {Servic fo S
Update m... | Cyclic
Cydlic upd... 50
Delay war... 100
= Delay erro... 5000
Connected Variables ¥ X ay
| Value max... 1
Structure Simulation variable Simulation value | Pre. Latestval.. | Sta.. | Server varia Server type &
Tk @ T = @ T (B @ W (@Y | @ Y | @ |
Server
Simulation to server
~ 1= Server to simulation | \
Ramp2 PLC testRamp2 W | 15825 15825 @ Ramp2 Float
Ramp3 PLC testRamp3 % | 346 346 @ Ramp3 Int32
User1 PLC testUser1 o | Hello Hello (@) User1 String
“ | ~ s
Average update time: 153ms  Max update time: 153 ms Pairs with errors: 0 L
Average plugin time: 15.1ms  Max plugin time: 151 ms  Errors on this run: 0 E/ =
< s » Output | Connected Variables
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Setting up security certificate

To identify itself to communication partners, each installed OPC UA application or devices needs an
Application Instance Certificate and an associated public/private key pair. The public key is distributed
with the certificate. The private key has to remain secret and is used to sign and/or encrypt messages. A
communication partner can use the public key to verify the trust relation, check the signature of messages,
and encrypt messages. The Application Instance Certificate, including the public and private key, can
either be generated by the application or provided by an administrator.

Certificates are filed in a Certificate Store, containing separate locations for trusted and own certificates,
as well as certificates from certificate authorities used to verify certificate chains. An additional rejected
location may contain certificates of applications that tried to connect but are not trusted yet.

Certificates issued by the application are called self-signed certificates. They are typically generated during
installation of the application or at first start. To establish a trust relation between an OPC UA client and
server, the self-signed certificates of the communication partner are installed to the trust list. The client
certificate is installed to the trust list of the server and the server certificate to the trust list of the client.
If the certificate of an application is removed from the trust list, a communication establishment is no
longer possible.

More information:
http://documentation.unified-automation.com/uasdkhp/1.0.0/html/ 12 ua discovery connect.html

The security certificate file (Client) [Opc.Ua.CertificateGenerator.exe] is attached here with the
instruction package. Copy and then paste the file to the installation folder of the Visual Components
software, usually it’s here:

C:\Program Files\Visual Components\Visual Components Premium 4.0

Then re-start VC software. Now the user can go check that the security trust certificates has been
created in the following locations:

C:\Users\muhamJal\AppData\Local\Visual Components\Visual Components Premium
4.0\OpcUA\own\certs

C:\Users\muhamJal\AppData\Local\Visual Components\Visual Components Premium
4.0\OpcUA\trusted\certs

After this stage while communicating with OPC UA server the user can select the option [Use secure
endpoint]
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http://documentation.unified-automation.com/uasdkhp/1.0.0/html/_l2_ua_discovery_connect.html

Edit Connection X

Connect to a new server or edit connection parameters.

Find Servers

Discovery server opctepy/flocalhost4840

Discovered Servers

Couldn't access the discovery service.

Connection

erver address opeteps/localhost4840

se secure endpoint

Authentication

@ None
O Username

Username

Password
Save password B

O Certificate
User private key file onents\Visual Components Premium 4.0,0pc | I:‘

Password |
Save password B

| Test Connection |

Now when we go to the server side in the virtual machine i.e. VM Ware now we can set-up the secure
endpoint connection application. Please look the OPC UA Configuration Manager Screenshot below,

now the Security Policy Is instead of [None] is set to [Basic128Rsal5] & [Basic256].

~ B
Endpaint Definition [
TCP Connection
m OPC UA Configuration Manager [ =
Netnork Adapter: | Intel(R) PRO/1000 MT Network Connection - —
PortNumber: 49320 % Server Endpoints |Trusbed Clients | Discovery Servers | Trusted Servers I Instance Certﬁmbesl
opc.top:f192,168.8,129:49320 / Security
Mone
Security Polices
|:| Mone
—
[ ok ][ cancel | [ hHep |
< [ 3
Enabled
[ Add... ] I Edit... I [ Remove
Event
Media Level Redundancy Plug-in V6.0.2107.0 Mote: Server Runtime reinitialization is required to utilize changes. Cloge Help

EFM Exporter V6.0.2107.0
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See the files generated under the sections [Trust Clients] and [Trusted Servers] in the OPC UA
Configuration Manager. After establishment of client-server connection these files will be visible.

P
m OPC UA Configuration Manager m

Server Endpaints | Trusted Clients | Discovery Servers I Trusted Servers | Instance Certiﬁr.ztes|

Client Mame J URI

': {EPServerEX UA Client Driver urn:vmwin7prog<iKepware, KEPServerEX, Va:UA Client Driver

-
m OPC UA Configuration Manager u

| Server Endpoints | Trusted Clients | Discovery Servers | Trusted Servers | Instance Certificates

OPC UA Client Driver frusts this list of servers

Server Mame f LRI

EPServerEX UA Server urnvmwin 7prood:Kepware, KEPServerEX. VoA Server

Jamal Muhammad




Connecting physical PLC signals via KepServerEx to VC Premium

This example is helpful for the people who has real physical PLC and would like to test the OPC UA
connectivity feature of VC Premium. For this example Siemens S7 1214 AC/DC PLC used.

Siemens TIA portal & PLC Hardware/Software setup
For this project Siemens TIA portal V13 Basic edition was used. The Hardware used is S7 1214AC/DC PLC
and additional 10 card i.e Al 4x13BIT/AQ 2x14BIT_1. Details of the devices used -

PLC > 1214 AC/DC PLC

e Digital Input—14
e Digital Output—10
e Analog Input —2

10 card > Al 4x13BIT/AQ 2x14BIT_1

e Analog Input—4
e Analog Output -2

!
__l_l

@
SIS

EI
I_|
o

*

i@@@@@@@@@@@@@@@@@@@@ @@@@@@i
EL;%_I-L':'%:IWHJ: 1 3 .ul_;:m:ﬁuij FEERE] jl immi:m1 !HRI} 1

ST I W]

il Y S - O I [ O I I T |

OB D DB DD D DD\
Li#)
.ﬁﬁ]ﬁ]ﬁ]ﬁ]%ﬁﬁ]ﬁ]w
e Digital input address space —10.0, 10.1, 10.2, 10.3, 10.4, 10.5, 10.6, 10.7, 11.0, 11.1, 11.2, 11.3, 11.4,11.5

e Digital output address space — Q0.0, Q0.1, Q0.2, Q0.3, Q0.4, Q0.5, Q0.6, Q0.7,Q1.0,Q1.1

e Analog input address space — IW64, IW66

e |0 extension card analog input address — IW96, IW98, IW100, IW102
e |0 extension card analog output address — QW96, QW98
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Below picture depicts the actual hardware wiring of the PLC with the test bench.

2 10.0 to 11.5 (14 DI)

SIEMENS

1214AC/DC
PLC

e

(20.1] Q0.0 Q0.5] Q0.6 | Q0.7
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Now open the attached PLC program project [Project_KepserverEX_connection.ap13] in TIA portal. The
PLC program is there. As PLC Ladder programming is not within the scope of this instruction file so we
are not going to discuss PLC Ladder programming. Although as it is important to know how to read in
analog signal here is the analog input signal reading ladder program from address space IW64 and IW66-

MORM_X SCALE_X
Uint to Real Real to Real
EM EN
0 0.0
MM ?Qﬂpo . MM YMD1
WG4 ouT— "Tag_2 %DO “Tank_Fluid_
“Tag_1" VALUE "Tag_2" VALUE ouT — Level”
27648 MAX 100.0 A
Network 2:
MORM_X SCALE_X
Uint to Real Real to Real
EM EMN
0 1.0
MIN :’mns . MM %DA
WG 6 out Tag_s WMD3 "Reservoir_
"Tag_4" VALUE "Tag_5" VALUE ouT — Fluid_Level®
27648 hAAX 100.0 MAAN

Check the Ethernet TCP/IP address setting of PLC device from the following place-

Jamal Muhammad



~ [ PLC_1 [CPU 1214C AC/DC/RIy]

- . 103
ﬂ'f Device configuration

ﬁ Online & diagnostics Rack_0

= [ Program blocks
K¢ Add new block
& Main [0B1]
4 Block_1 [FB1]
48 Block_2 [FB2]
@ Block_1_DE [DB1]
@ Block_2_DE [DB2]
[% Technology objects

External source files
% FLC tags

102

10

sIEMERE

B

[ PLC data types
[z Watch and farce tables

|§, Properties

[& online backups

J General " 10 tags " System constants " Texts

»
»
]
4
4
»
» rz Traces ¥ General E
»

[, Device proxy data Project information

E:_w'i Program info Catalog information
E] Text lists
» [ Local modules

Lo

Identification & Mainten...
« PROFINETinterface [X1]

Details view Ethernet addresses

Time synchronization
Name Operating mode
« Advanced options
Interface options
» Real time settings
» Fort[X1 F1]

Web server access

T o T e

Hardware identifier

Ethemet addresses

Interface networked with

Subnet: | Mot networked

| Add new subnet

rotocol

{s) Set IP address in the project

IPaddress: | 192 . 168 .0 . 20

Subnet mask: | 255 . 255 _ 255 . 0

D Use router

Router address: | O

Connect the PLC to PC and then after checking the TCP/IP address of the PC's Ethernet port make sure
that they are in same subnet and they are not the same (they should not conflict), now the user can
compile and download the PLC program to the PLC device.

The main logic of the PLC program are very simple. We have 2 layouts -

1) SiemensPLC_KepserverEX VC_example_layout.vcmx
a. when we increase the input value of IW64 then the connected Tank fluid level in simulation will
increase, and when IW64 value decrease the Tank fluid level will decrease.

b. when we increase the input value of IW66 then the connected Reservoir fluid level in simulation will
increase, and when IW66 value decrease the Reservoir fluid level will decrease.

¢. when IW64 value goes below 90 then the pump starts to runi.e. Q0.0, otherwise pump is OFF.

d. when IW66 value goes below 10 then the level alarm signal Q0.1 goes ON and the Alarm Beacon
starts to simulate in simulation.

2) windmill_PLC.vcmx
a. when we increase the value of IW96 then the speed of windmill in simulation goes up, when value of
IW96 decreases then vice versa happens. To see the effect of speed change the user needs to stop-
restart the simulation after every speed change.
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Working with KepserverEX6
Open Kepserver > Kepware EX6 Configuration from here

. Kepware
. KEPServerEX 6
2 KEPServerEX 6 Administration
&3 KEPServerEX & Configuration |
[2 KEPServerEX 6 Help
¥ OPC NET Configuration
[5€] OPC Quick Client
i OPC UA Configuration e
Rermote OPC DA - Quick Start Gt
. Example Source Code
. License
. Utilities
. Maintenance
 MatrikonQPC

Right click on Connectivity and select New Channel
=-{&@#] Project

= || Ch
BRy : BIE*
- 2 Mew Channel
{} Chann 5:';' g §}.
o

{} Data Type Examples
{} Simulation Examples

%7\-0 Aliases

Select (Siemens TCP/IP Ethernet) from dropdown list.

r Al
- (s
() Add Channel Wizerd

e

Select the type of channel to be created:

[A8B Tetafiow -] ®
Ping -
SaitBus Ethemet

SsitBus Serial

Scanivalve Ethemet
Siemens S5 (3964R)

Siemens 55 (A3511) -
Siemens 57 MPI

Siemens 57-200

Siemers TCP/IP Eihemei

Siemens TCP/IP Siave Hhemet b

‘Simatic/T| 505 Ethemet
Simatic/Tl 505 Serial
Simulator

SIXNET EtherTRAK
SIXNET UDR

SNMP

SquareD Serial

System Monitor

Telemecaninie |Ini-Telway Slave

(BT |

Now name the connection as (Siemens_Connection) or something which suits you.
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Specify the identity of this object.
Mame:

Siemens_Connection @

Select Network Adapter

r Y
Available Network Adapters M
Binding Adapter Name
Default
192.168.0.10 Intel(R) 82575LM Gigabit Metwork Connection k
192.168.1.248 Intel{R) Centrino(R) Advanced-N 6205
192.168.8.1 WMware Virtual Ethernet Adapter for YMnet1
192.168,220.1 WMware Virtual Ethernet Adapter for YMnetg

[ OK ] [ Cancel

Press Next > Next and finally Finish.

Now we need to add the specific PLC to our KepServer. Click on the [Click to add a device]

File Edit View Tools Runtime Help

D d@|S@ca®F| 9 % 2> x| E

El@ Project * || Device Name !
=-{#] Connectivity [ Click to add a device
. @48 Channell D.?‘

: Jf} Data Type Examples

B sicmens Connection|

LM Click to add a device.
{}! Simulation Examples

m

Now name the PLC device

Specify the identity of this object.
MName:

57_1214c @

Select the device, for this example the device family is S7 1200

Select the specific type of device assodated with this ID. Options depend on the type of
communications in use.

Model:

[57-1200 -] @

Now select the TCP/IP address of the PLC Device
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Specify the device's driver-specific station or node,
D
192.168.0.20

Now after pressing next several times with default settings finally finish the setup of PLC.

= Identification
MName
Description
Channel Assignment
Driver
Model
0
= Operating Mode
Data Collection
Simulated
= Scan Mode
Scan Mode
Initial Updates from Cache
= Communication Timeouts
Connect Timeout (s)
Request Timeout {ms)
Retry Attempts
= Timing
Inter-Request Delay (ms)
= Auto-Demotion
Demate on Failure
= Tag Generation
On Device Startup
On Duplicate Tag
Parent Group
Alow Automatically Generated Subgroups
= Communication Parameters
Port Mumber
MPI 1D
= 57200
Local TSAP
Remote TSAP
= S7-300/400/1200/1500
Link Type
CPU Rack
CPU Slet

57 _1214c
Siemens_Connection
Siemens TCP/IP Ethemet
57-1200
192.168.0.20

Enable
Mo

Respect Client-Specified Scan Rate

Dizable

2000

Disable

Do Mot Generate on Startup
Delete on Create

Enable

102

4D57
ADET

FC

0
.
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To insert Tags now click the following [Click to add static tag...] and add the PLC I/O tags as per address
space defined in the PLC. Better to have the tag names similar as the the PLC tag names in PLC so it's
easier to pair later in simulation software.

E‘ﬁ] Project * || Tag Mame Address Data Type Scan |

=[] Connectivity %1 Click to add a static tag. Tags are not required, but are browsable by OPC clients.

{} Data Type Examples
fia] Siemens_Connection
M s7_1214¢ %

1{3% Simulation Examples

m

One example of Tag insertion (analog signal input to PLC)

® ' Property Editor - Siemens_Connection.57_1214c P
Property Groups = Identification
G I Name Reservoir_Level
Description
Scaling
= Data Properties
Address W64
Data Type Long [«
Client Access ReadWrite
Scan Rate (ms) 100

Connect VC Premium with KepserverEX
Open VC Premium and turn ON the connectivity tab. Right click on OPC UA and select [Add Server].

HOME MODELING PROGRAM DRAWI

Configuration

Connectivity Configura
M Beckhoff ADS
#¥ OPCUA

‘= Add Server

Connect to server by using the OPC UA server connection settings. To see the server address go to
KEPServerEX > OPC UA Configuration.

= ot 7 BJ U-=mh [£I£
i OPC UA Configuration Manager h
= AW o - -
Server Endpaints | Trusted Cients | Discovery Servers | Trusted Servers | Instance Certiicates N LR 4
Endpoint Definition R
URL Searity
TCP Connection
~00pc.tcpif/192.168.0.10:110 None
“#oopc.top://192.168.0.10:49320 None \ MNetwork Adapter: [lnhe\(k) 82579LM Gigabit Network Connection v]
ey
'\-Wbﬁr; w0 =
ope.tep: /{192, 168.0. 10:43320
Seaurity Polcies
None
B f [[IBasici28rsals Sign
[[JBasic2ss Sign
ok Cancel el
1 ) o] |
[ Add.. | [ Edte. | [ Remove T
MNote: Server Runtime reinitidization is required to utiize changes.

I}
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Now Connect the KEPServerEx into Runtime mode and make sure you have defined the following tags
into the KEPServer side.

iguration [Connected to Runtime]

ols  Runtime Help

POBE G T 9 e x| B

* || Tag Name Address Data Type Scan Rate Scaling

I)i 7] Beacon_Status Qo1 Boolean 100 MNone

B ' 4 Pump_Status Qoo Boolean 100 None
ge bampres 42 Reservoir_Fluid_Level  MD1 Float 100 None
=Connection 6 Tank Fluid_Level WD Float 100 N
1214c ank_Fluid_Level o0a one
on Examples £
“ags

Now load this layout attached with this instruction file set. Name of layout
[SiemensPLC_KepservereEX_VC_example_layout.vcmx]

AlarmBeacon Asm1-Windmill FINAL

uos|I0D

o

A

Connect to the server by pressing the Green button next to it.

& Beckhoff ADS
& OPCUA
E Server

I:E mulation to server

Server to simulation

Now in Client side connection i.e PC Premium right click on Server and press [Add Variables]

Connectivity Configuration
& Beckhoff ADS

ver
Simulation to server

Server to simulation

Add Variables

Remove
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And then we need to connect the following variables in between Simulation side and Server side.

Connected Variables

- E Server
1= Simulation to server
== Server to simulation
Reservoir_Fluid_Level ] b6.62355041 06.62355041 Reservoir_Fluid_Level Float
Tank_Fluid Level : 8 | 5206177520 £2.06177520 Tank_Fluid_Level Float

Pump_Status ! TRUE TRUE Pump_Status Boalean

Beacon_Status ! FALSE FALSE Beacon _Status Boalean

Change the inputs from the PLC %IW64 and %IW66 and see the changes in the simulation in fluid level
of the reservoir and tank. This is a very simple example where we have put only 2 analog signal inputs to
PLC and 2 digital signal outputs from PLC. You can also try to connect some signals in [Simulation to
Server] field, to send out a digital signal and see the change will be easier in the PLC simulation box |
have shown above as it has 9 digital outputs but for showing the effect of an analog signal output from
simulation to real physical device we need to have some analog device e.g. Servo motor etc.

|Atarm_Light [%Q0.1]

Reservoir [%IW66] |

Pump [%Q0.0]

Tank [%IW64]
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There is another layout [Windmill_Layout.vcmx]. We can also simulate the windmill speed change with
PLC analog signal input. The windmill simulation with PLC has a simple concept. The user will change the
value of speed of windmill with PLC analog signal e.g. IW96 and the below python script in the
component [Winmill] will change the speed of servo.

Name

Material
Visible
BOM

scription

BOMname

Category

PDF Exportievel

Simulation Level

Backface Mode

n

2

mill_01_speed

mill_02_speed

windmill ON

from vcScript import *

1

2

3 [def resetSimulation(sim,arg2):
4 [ if arg? == False:

5 | sim.reset ()

6
-
]

Hdef windmill ON_OFF(arg):
print arg.Value

9 [ 4if arg.Value == False :
10 | sim.halt()
11 L | sim.setInitialState()
12
13 [ldef OnRun{):
14 speed_val = comp.getProperty('mill_01_speed’).Value
15 servo.Joints[0] .MaxSpeed = speed val
16 speed valz = comp.getProperty('mill 02 speed').Value
17 servo.Joints[1] .MaxSpeed = speed val2
18 [ while True:
19 &) if windmill ON.Value == True:
20 i servo.setJointTarget{0,360000)
21 | | servo.setJointTarget({l,3¢ )
22 + | | servo.move()
23 =2 else:
24 - | | delay(0.1)
25

126 comp = getComponent ()

27 sim = getSimulation()

128 sim.onStartStop = resetSimulation

29 servo = comp.findBehaviour('Servo Controller'})
130 windmill ON = comp.getProperty('windmill ON')
P1 windmill ON.OnChanged = windmill ON_OFF

So the user can connect the signals %IW96 and %IW96 with the variables (mill_01_speed) &
(mill_02_speed), as well as make the analog signal reading ladder program in PLC. Then after connecting
the PLC via VC Premium (via KEpServerEx) he can run the simulation and observe the effect of speed
change.

All the necessary - #layout #components #PLC program are attached with this instruction file. User
needs to download KepServerEx 6.0 or higher from Kepware website.
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